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New Protection for Admin Access to DC Assets: SSH Proxy

• Customers don’t have visibility into SSH connections

• Customers would like to Detect and control 
the commands that are issued within 
SSH connections

• Policy-Based SSH Control Capability

• Bring Visibility and control into SSH connection

• Enhanced protection of DC against attackers
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SSH Request with SCP 
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SSH request + SHELL 
access

Allowed 
SCP access

Drop shell 
access
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SSH Commands we detect

Command Direction/comment

Shell shell access

Subsystem alias commands

SFTP upload/download

SCP upload/download

REXEC execute remote commands

Local forwarding forward a local port to a remote server

Remote forwarding remote server accessing a local port

X11 forwarding allows forwarding of X11 connections

Agent forwarding ability to hop from one system to other
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SSH Rule Construction

Command

Shell

Subsystem

SFTP (up/down)

SCP (up/down)

REXEC

Local forwarding

Remote forwarding

X11 forwarding

Agent

Allow
Disallow

Terminate
User Log

match match action action

Allow – setup session

Disallow – Denies specific command. 

“throws error message”.

Terminate – TCP reset
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Log support

Log

log-format

CEF

CSV

syslog

local

Local DB(mysql)

/var/log/ltm

remote

Syslog

Splunk

Arcsight
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SSH Proxy
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• Available with Cascade release (12.1) 

• Available with AFM License

• Support for SSH client/server with Version 2.0 or above only

• Rekeying is done every one-hour or after 1Gb of transfer

• Presented under Protocol Security in UI

• SSH sessions can be timed out

• SSH profile supports idle timeout

• Out-of-box (default) SSH profile is available

• default rule allows all known SSH commands
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SSH Proxy profile
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• Security > Protocol Profiles

• Default SSH-Proxy profile (ssh)
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SSH Rule Configuration
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✓ ✓ ✓
Contractors were given access to download but not upload
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1. SSH Key (public key)

2. password

3. Keyboard-interactive

Authentication methods supported
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User SSH Access

SSH –usr/pwd Auth – passwd

User -Key-pair (PVT, PUB) Server-key-pair (PVT, PUB)
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SSH access with AFM inline

SSH –usr/pwd Auth –user/ passwd

User -Key-pair (PVT, PUB) Server-key-pair (PVT, PUB)

Key-pair 
(PVT, PUB)

SSH Proxy 
server

Skeleton key 
(PVT, PUB)

SSH Proxy 
client

Server (PUB)

Skeleton key

SSH user PUB key
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SSH-Proxy key management
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1. Create a SSH profile

1. Create user based rule to control SSH commands

• Actions – Allow/Disallow/terminate

• Log – optional

2. Setup Authentication information

• Proxy-Server Auth Keys (pub, pvt)

• Proxy-Client Auth Keys (pub, pvt)

• Real Server Auth (pub)

2. Apply the SSH profile in a VS

3. Create a log Profile

• Associate a log publisher

SSH Proxy Configuration
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Log Profile 
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Log Messages (/var/log/ltm)
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SCP download example – policy with action - Allow
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Log Messages (/var/log/ltm)
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SCP upload example – policy  with action  Terminate

SCP upload example – policy with action Disallow




